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What is a Non-Federal Governmental Plan?

e The Public Health Service Act section 2791(d)(8)(B) defines
the term “Non-Federal governmental plan” as a
governmental plan that is not a Federal governmental plan.

e Examples include, but are not limited to, plans that are
sponsored by:
O States
0 Counties
0 School districts
O Municipalities



Who Regulates?

e Framework for enforcement of non-Federal governmental
plans:

0 Part A of title XXVII of the Public Health Service Act
(PHS Act) through enactment of Health Insurance
Portability and Accountability Act of 1996 (HIPAA)

0 Reorganized under The Patient Protection and
Affordable Care Act (ACA), enacted on March 23, 2010,
and the Health Care and Education Reconciliation Act
of 2010, enacted on March 30, 2010.



CMS Enforcement

e The provisions of title XXVII of the PHS Act that apply to
group health plans that are Non-Fed plans are enforced by
the Centers for Medicare & Medicaid Services (CMS) under
PHS Act section 2723(b)(1)(B) using the procedures
described in § 150.301 et seq.



HIPAA Opt-Outs

e Currently, self-funded, non-Federal governmental plans
may opt-out of the following:

0 Women'’s Health and Cancer Rights Act of 1998
(WHCRA)

0 Mental Health Parity and Addiction Equity At
(MHPAEA)

0 Newborns’ and Mothers’ Health Protection Act
(NMHPA)

O Michelle’s Law



Submitting HIPAA Opt-Outs

» HIPAA opt-outs previously were accepted via U.S. mail, fax,
and email.



Electronic Submission of Opt-Outs

* On May 27, 2014, CMS published the final regulation
addressing the Health Insurance Portability and
Accountability Act (HIPAA) opt-out election process (79
FR 30240).

* One of the changes made as a result was that hard copy
election documents via U.S. mail or facsimile were only
accepted through December 31, 2014, after which only
elections submitted through electronic submission will be
accepted.



Submission of Opt-Outs Through HIOS

e On July 21, 2014, CMS issued sub-regulatory guidance titled
“CCIIO Sub-Regulatory Guidance: Updated Procedures
and Requirements for HIPAA Exemption Election through
the Health Insurance Oversight System (HIOS).”
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CMS Enterprise Portal Registration



Process of Gaining HIOS Access

HIOS can be accessed through the CMS Enterprise Portal at http://portal.cms.gov

To be able to access the HIOS application, new users will need to complete the
EIDM registration process.

Once users have completed the EIDM registration, they can request access to the
HIOS application where they are prompted to fill in the HIOS account
information.

Upon completion, users will receive an authorization code which they will need to
enter on the Request HIOS access page to complete the process. Please note,
beginning June 19th new HIOS users will be required to go through Remote
Identity Proofing [RIDP] as part of the identity verification process.

Once completed, users can now access the HIOS application and its
functionalities based on what user roles they have within the system.
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http://portal.cms.gov/

New Users — EIDM Registration

New users will navigate to the CMS
Enterprise Portal,
https://portal.cms.gov

Select the “New User Registration”
link

Agree to the Terms and Conditions

Enter the required information on the
New User Registration Page

Create User ID and Password

Select Challenge Questions and
Answers

Submit account request

Receive email with EIDM User ID and
Password

CMS.gov ‘ Enterprise Porfal
Centers for Medicare & Medicaid Services

Mt Eare Gunlily Inprovsmert Syrtam  Frovides Resourcas

CMS Poral » Weicome 42 CMS Porisl

bams | Soeul CUS | Mewaee | At | D Hew & FADs | /1 Emad | L) ot |

e 800wt 100t DRRIIHER. 2SS -

‘Welcome to CMS Enterprise Portal
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https://portal.cms.gov/

HIOS Account Registration

Home | AbeutCMS | Newssom | Amhve | @D Hse AEAGs | ) Emad |l Er |

CMngV Enterprise Portal

& | m e beithonre oglicey
Centers for Medicare & Medicaid Sernvices — |eens hoeogten | | wame g
Hualth Care Quality mprovemant System  Prowldar Resources

CMS Fotal > Welcams in CWS Portal

Welcome to CMS Enterprise Portal

The CMS Entepnse Portal is a gateway being offered to allow the public to
access a number of systerns related to Medicare Advantage, Prescription
Drug, and athar CMS programs.

/.
v e et s o] e L e [ o

Get E-Mail Alerts Non-Production

Environments
Infeemation for peaple with Medicars, Medisaes ope
CMS Provides Health Coverage for 100 Million People... T Already 3 snariber?
Medicare Marage Yo Subsogiptions
gov Privacy Folioy
tfesrruation s childen us 1o the see of 13 in nesd af
T through Medicare. Madicaid. and the Children's Health Inswance Program. And with m P R W R =

New users will navigate to the CMS Enterprise Portal,
https://portal.cms.gov

e Select the “Login to CMS Secure Portal” link
 Agree to the Terms and Conditions
» Enter the EIDM User ID and Password

14


https://portal.cms.gov/

HIOS Account Registration

 Select the “Request Access
Now” button
e From the Access Catalog Page,
click the “Request Access”
button for HIOS
* Select “Request New System
Access” link
e Select “HIOS-HIOS
Application” from the System
Description drop-down menu
 Select “HIOS Issuer” for the

Role
» New users will need to click the

URL provided on the page

& Print

@ Portal Help & FAQ=

CMS
.gov

Enterprise Partal

Wy Portal

My Access
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and do not hawe socess o = valid HIOS Authorization Cods, plasse
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HIOS Account Registration

* New users will navigate
to the “Request HIOS
Account” Page

e Complete the request
form and click the
“Submit” button

* Once the account request
has been approved, users
shall receive an email

with a HIOS
Authorization Code

Health Insurance Oversight System

Request HIOS Account

Please note that you are applying for access to the Health Insurance Oversight System (HIOS). If you have any
questions, please contact the Exchange Operations Support Center (XOSC) at Phone: 1-855-267-1515 or
Email: CMS FEPS@cms.hhs.gov.

(*) Indicates a required field

To initialize the request for a HIOS user account, please select if the base address for the requesting user is located in
the United States by selecting "US User" or "Non-US User".
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Accessibility | Rules of Behavior | Web Policies | File Formats and Plug-Ins

U.5. Department of Health & Human Services - 200 Independence Avenue, 5.W. - Washington, D.C. 20201
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HIOS Account Registration

 Users will need to log back in to
the CMS Enterprise Portal

* Select “Request New System
Access” link

e Select “HIOS-HIOS
Application” for the System

Description
e Select “HIOS Issuer” for the role
e Enter the HIOS Authorization

Code
e Click the “Submit” button and
log out of the CMS Enterprise

Portal

@ Portal Help & FAQ= B Print

CMS
.gov

Enterprise Partal

Wy Portal
CMS Forlal = EIDM user menu pags > My A
Soeen reader mode Off | Accs Hings
My Access
Reques

Access
Yiew snd Mansge Wy
Access

ccccc

t New System Access

Plezse enter 2 valid HIOS Autherization Code [ie, HIOS Issuer ID or Company FEIN) to cantinue wih the rek
request, 1 you zre 2n exiting HIOS user and do not have sccess to & valid HIOS Authorization Cods, plesse
contact the HIOS helpdesk:

10S usser, pless sakct the hypariink balow to regisier for access to HIDS:

OSAccount

wtng H
s, o /HIOS- MATH- UL FrontConiroler fop=requestHl
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Access HIOS through CMS Enterprise Portal

Go to https://portal.cms.gov/ and select “Login to CMS Secure
Portal” on the CMS Enterprise Portal.

Home | AbogtCMS | Newwoom | Sechive | ) Help 6 Fas | [\ Emad | 1) Prieg

CMS.gOV Enterprise Portal
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Genters for Medicare & Medicaid Services ol i
Health Care Cuality improvement System  Provider Resources

NS Portdl > Welcome to CMS Portal

CMS Secure Portal

Talog into the CMS Portal & S user
account s requred

Welcome to CMS Enterprise Portal

Read the Terms and Conditions

The CMS Enterprise Portal is a galeway
being offered lo allow the public to accessa

and Select “I Accept” to continue|| e o =

CMS programs.

Eorget User 107

Terms and Conditions
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Access HIOS through CMS Enterprise Portal

Users that have registered in
EIDM and HIOS will now see a
yellow “HIOS” button displayed
on the dashboard.

Clicking the “HIOS” button will
open the HIOS landing page. On
the HIOS | Plan Management |
Market Wide Functions landing
page, click the “Access HIOS”
hyperlink. CMS o or

gov|T

Wl 0!

CNS Podal = HDS

HIOS | Plan Management | Market Wide Functions

Health Insn Oversight Svstem (HI0S)
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Access HIOS through CMS Enterprise Portal

When users click on the Access HIOS link, the HIOS Home
Page will open in a new tab.

Health Insurance Oversight System

ACCESS PM HOME FAQ CONTACT US | | SIGN OUT

Welcome

HIOS Home Page

Organization Management &

Administrative Functions: HIOS Main Page Announcements:

Manage Account

Manage an Organization Obtaining a Health Plan Identifier (HPID)

Users needing to obtain an HPID for their organization will need to
Role Management take the following steps in HIOS:

1. Register the organization in HIOS

2. Request access to the HPOES module through user role
management

3. Complete an HPID application within the HPOES module

4. Once an HPID application has been successfully submitted, an
HPID number will be assigned

Users may also access an HPID Quick Guide that provides an easy
step-by-step reference for completing the necessary steps in HIOS
and HPOES to obtain an HPID. You can view the Quick Guide in
graphic or a text form at http://www.cms.gov/Regulations-and-
Guidance/HIPAA-Administrative-Simplification/Affordable-Care-
Act/Health-Plan-Identifier.html.
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Overview of New Multi-Factor
Authentication (MFA) Process




Dates of MFA Implementation

e Multi-factor authentication is currently optional for HIOS

users.
e Starting on June 19, 2016, all existing and new HIOS users

will be required to register an MFA device.
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MFA Registration

Users will login to the CMS
Enterprise Portal and be
prompted to enter their EIDM
user ID.

vioms | Apcut s | beaarcen | Anrven | I et & P | L B | L Pt

CMS.QDV’ | Enterprise Portal
Centars for Medars & -‘.’--:-.'l-;.l.: ol Sendoas

Hegith Core Qupality Isprowsrsgmt Fywiem  Provider Hesooroms:

Weleome to CMS Enterprise Portal

The Password and MFA Device type
prompt will be displayed. New users
will need to select the Register MFA
Device link at the bottom to begin the
registration process.

Welcome to CMS Enterprise Portal

Exier Seoarity Code
& satunty code i required ¥

Eiatrct Spoperd?

ngble 1o ooess Securky Code?
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MFA Registration

The user will be prompted to
enter their EIDM credentials
and a set of challenge
questions. Once users
complete this process, they

will be directed to register an
MFA device.

Users have the option to
select the MFA Device Type:
e Text Message

e E-mail
Phone/Tablet/PC/Laptop
e Voice Message

M5 Porial > Register MEA Device
D ik S0

Riegeitered MFA Dérvices

e e o MFA Dt aesodisied wilh jour peolie

Regisiar Yoor Phone, Compuier, of E-masl

Acing i Securty Code % your gin 350 inown 25 MUS-Sacke Auerticaton IVEA) can make vour bogn more seour by provdng an s byt of protection 3 your user
et

i (an deidon e M SeCurty Code o frour ool by regitenmy) our phond. computer of Eaall: Sec! B ks Selow I i o oo information aboul i oetions

= Phone(Tablet PC Laplop

‘ » Teal lbessage Shor Messaps Service [SH5)

o Inferaciive Violoe Response VRY
= Emasl
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MFA Device Options

Text Message — Short Message Service (SMS)
0 User provides a phone number to obtain a security code
e E-mail
0 User provides a valid, accessible e-mail address to receive a
security code

Phone/Tablet/PC/Laptop

0 User downloads the Symantec Verification and Identity Protection
(VIP) Access software on their device to generate a security code
* Voice Message - Interactive Voice Response (IVR)

0 User provides a phone number to receive a voice message
containing the security code

Note: Users may register up to four (4) MFA devices for their account

25



MFA Registration

Once users have registered a device, the Multi-Factor Authentication
is complete. Users will select the “OK” button to continue to login
with MFA.

Note: Users will receive an e-mail notification for successfully
registering an MFA device.

CMS.QO\I!E"*'E-‘WHE Portol T ———

Ly b prosr Pl oy, oy

P W iy I et TR e B
o el » Register MEA Device

W A0 PO 0F A g |

Register Your Phone, Computer, or E-mail
You have seccesifully registered your Phone/Computer/E-mail to your user profile

Click "0OK" to close this window and lagin

md
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MFA Registration

The next time a user tries to login, they will be prompted to enter the
security code which shall be sent to the user via the chosen MFA
type. Once logged in, users can access HIOS.

Note: This security code will expire in 30 minutes or after it is used
successfully for the first time

 Welcome to CMS Enterprise Portal

Enter Sacwiity Code
A SSCUPiL sde 13 rex i ko complen 7 lagin
E BT B

Ihnabde G0 ACCESS SE0MITY Code?
B yow are wnable b3 eccrss & Securit ik bt i

Y e belor maer g

& e P b wrth [ d and Sa0
& M Secur
3 M ol o o &
rop
Kaed 10 Regovtor a0 MFA Dweics
ot e N MEFA
el mr o

Faspword
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Overview of Non-Fed Workflow



Overview of Non-Fed Workflow

Register Request
Non-Fed Non-Fed

Select HIPAA
Opt Outs for

Review and

Determination
by CCIIO

Add Plan(s) in

Non-Fed Plan and

Submit

Organization Submitter
within HIOS Role.* Module

*Role request must be approved by a Role
Approver Administrator for the organization.
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Registering the Organization within HIOS




HIOS Organization Registration Process

On the HIOS Home page, select the “Manage an Organization” button.

Health Insurance Oversight System

ACCESS PM HOME FAQ CONTACT Us SIGN OUT

Welcome

HIOS Home Page

Organization Management &

Administrative Functions: HIOS Main Page Announcements:

Manage Account

Obtaining a Health Plan Identifier (HPID)

Users needing to obtain an HPID for their organization will need to
Role Management take the following steps in HIOS:

1. Register the organization in HIOS

2. Request access to the HPOES module through user role
management

3. Complete an HPID application within the HPOES module

4. Once an HPID application has been successfully submitted, an
HPID number will be assigned

Users may also access an HPID Quick Guide that provides an easy
step-by-step reference for completing the necessary steps in HIOS
and HPQES to obtain an HPID. You can view the Quick Guide in
graphic or a text form at http://www.cms.gov/Regulations-and-
Guidance/HIPAA-Administrative-Simplification/Affordable-Care-
Act/Health-Plan-Identifier. html.
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1.

HIOS Organization Registration Process

Select “Create new
organization” from the
first drop-down

Select “Non-Federal
Governmental Plans”
from the organization
type drop-down

Enter the organization
Federal EIN in the
textbox and click on
the search button

Health Insurance Oversight System

Please ent

Please

Please

Please sel

spec

ify the prima

ry purpose

Manage an Organization

click Organization Types (PDF - 160KE

of your

er your organization's
urrently exists in HIOS

Federal EIN/TIN

lect the type of organiza

[FEINITIN Search|

visit: | Create new organization ¥

) for a list of organization types and their definitions

tion: | Non-Federal Governmental Plans ¥

TTTTTTTTTTTTTTTT

9 digit Federal EIN /TIMN below and select 'FEIN/TIN Search' to determine if your organization
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HIOS Organization Registration Process

T
) ., Health Insurance Oversight System
4. If the organization’s

Federal EINisnot | e S e e
registered in HIOS, the :
fOllOWing message Will Manage an Organization

Please specify the primary purpose of your visit: | Create new organization *

L]
be dl spla e d ° Please click Organization Types (PDF - 160KE) for a list of organization types and their definitions.
’ °

Please select the type of organization: MNon-Federal Governmental Plans v

« . . » T . i f _— -
Y I Please enter your organization's 9 digit Federal EIN /TIN below and select 'FEIN/TIN Search' to determine if your organization
NO Organlzatlon OuIl currently exists in HIOS

Federal EIN/TIN 768712638 [FEINITIN Search|

5. Click on the “Create
Organization” button e
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HIOS Organization Registration Process

6. Fill in the required
information to register
a new Non-Fed
organization. An
asterisk (*) indicates a
required field.

Select the “Continue”
button to continue
entering other
organization attributes

Health Insurance Oversight System .

HOME | FAQ  CONTACT US | | SIGN OUT

Welcome
Register New Organization

Please fill in the form below with your Organization's information.

Note: (*) Indicates a required field.

Qrganization Type: Non-Federal Governmental Plans

*Organization Legal Name:
Federal EIN/TIN:
Domiciliary Address

768712638
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HIOS Organization Registration Process

8. Select the Non-Fed
Plan Type by checking

Health Insurance Oversight System

the appropriate boxes.*
9 SeleCt the Register Attributes For New Organization
« . . 9 | wote (*) Indicates a requ ired field.
Review/Continue e ——
button =

“Please note, only Self Funded Non-Fed Plans will be able to complete their HIPAA
Opt Out Information in the Non-Fed Module. An organization can have both Self

Funded and Fully Insured attributes selected.
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HIOS Organization Registration Process

10. Review the organization
information and click on
the “Submit” button to
request to register the
organization.

A confirmation message
will appear once the
request has been
submitted.

Health Insurance Oversight System

HOME FAQ CONTACT Us SIGN OUT

. . ; R Welcome
Review Organization Information

Organization

Organization Type: Non-Federal Governmental Plans
Organization Legal Name: Township of ABC

Self Funded

Mon-Fed Plan Type:

Federal EIN/TIN: 768712638

1232 Training Street

City: Oakton
State: VA
ZIP code: 22124
ZIiP Pl 4:

Are y a TPA Ni

Back Submit

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome

Confirmation

Your request to register the organization below has been submitted for approval. Please log back in within 1 to 2 business days to check
the status of your request,

Once your request has been approved, you shall receive a notification email containing instructions on how to gain access to the ERE
module and complete the review election process. This message is subject to the Self-Funded attribute being selected.
Organization

Organization Type: Non-Federal Governmental Plans
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HIOS User Role Request Process

e After the organization has been approved, users will be
allowed to request user roles associated to that
organization.

* In order to gain access to the Non-Fed module, an
organization must have a Role Approver Administrator
associated before a user may request the Submitter role.

e The Role Approver Administrator will be responsible for
reviewing and approving all Submitter role requests for
that organization.
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HIOS User Role Request Process

On the HIOS Home page, select the “Role Management” button.

Health Insurance Oversight System

ACCESS PM HOME FAQ CONTACT Us SIGN OUT

Welcome

HIOS Home Page

Organization Management &

trative Functions: HIOS Main Page Announcements:

Manage Account

Obtaining a Health Plan Identifier (HPID)

Users needing to obtain an HPID for their organization will need to

‘ Role Management ) take the following steps in HIOS:
e —

1. Register the organization in HIOS

2. Request access to the HPOES module through user role
management

3. Complete an HPID application within the HPOES module

4. Once an HPID application has been successfully submitted, an
HPID number will be assigned

Users may also access an HPID Quick Guide that provides an easy
step-by-step reference for completing the necessary steps in HIOS
and HPOES to obtain an HPID. You can view the Quick Guide in
graphic or a text form at http://www.cms.gov/Regulations-and-
Guidance/HIPAA-Administrative-Simplification/Affordable-Care-
Act/Health-Plan-Identifier.html.




HIOS User Role Request Process

SUINR NCLRUSNWISRELY Health Insurance Oversight System

at the top

Select “HIOS Portal”
from the Module
dropdown

Select “Role Approver
Administrator” from the
Request Role dropdown

Select “Organization
with FEIN” from the
Association dropdown

HOME

View Existing Role LIS :00E

Request Role

All fields are required.

FAQ

CONTACT US

Welcome

SIGN OUT

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of eac

module, select
Module Descriptions {PDF - SMB)

Module: HIOS Portal

Requested Role: Role Approver Administrator ¥

Association: Organization with FEIN ¥

Please enter the Organization Federal EIN/TIN below

Federal EIN/TIN: Search
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HIOS User Role Request Process

5. Enter the organization’s
Federal EIN and click on
the “Search” button. If
the organization’s Federal
EIN is not registered in
HIOS, users will first
need to register the
organization.

6. Once the organization
has been found, click on
the “Review/Continue”
button

Health Insurance Oversight System |

View Existing Role JITI[TT=3 &3] -]

Request Role
All fields are required.

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each
maodule, select

Module Descriptions (PDF - SMB)

Module: HIOS Portal
Requested Role: Role Approver Administrator ¥
Association: Organization with FEIN v

Please enter the Organization Federal EIN/TIN below

Federal EIN/TIN: 768712638 Search
SSSSS h Result: Township of ABC
[Review/Continue|




HIOS User Role Request Process

Health Insurance Oversight System

7. Review the role request i i i i
information and click e

uuuuuu

A confirmation message
will appear once the

request has been .

submitted.

Request Role
Confirmation
Your ri

sired.
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HIOS User Role Request Process

Once an organization has a Role Approver Administrator, users
may request the Submitter role.

Select “Request Role” tab

Select “Non-Federal

Governmental Plans (Non-
Fed)” as the Module

Select “Non-Fed
Submitter” as the
Requested Role

Users may select either
“Primary Contact” or
“Secondary Contact” as the
User Sub-Type

Select “Organization with
FEIN” as the Association

Health Insurance Oversight System

HOME FAQ CONTACT US SIGN OUT

Welcome

View Existing Role [T {TEES LG []

Request Role
All fields are required.
Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each

module, select
Module Descriptions (PDF - SMB}

Module: Non-Federal Governmental Plans (Non-Fed)

Requested Role: MNon-Fed Submitter ¥
User Sub-Type: Primary Contact

Association: Organization with FEIN

Please enter the Organization Federal EIN/TIN below

Federal EIN/TIN: Search
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HIOS User Role Request Process

6. Enter the organization’s
Federal EIN and click on
the “Search” button. If
the organization’s
Federal EIN is not
registered in HIOS, users
will first need to register
the organization.

7. Once the organization
has been found, click on
the “Review/Continue”
button

 Health Insurance Oversight system i

Health Insurance Oversight System

ease
module, select

Module Descriptions (PDF - SMB)

Module: Non-Federal Governmental Plans (Non-Fed)
Requested Role: Non-Fed Submitter ¥
er Sub-Type: Primary Contact

Association: Organization with FEIN *

Please enter the Organization Federal EIN/TIN below

768712638 Search

Township of ABC

HHHHHH Q CONTACT Us SIGN OUT
Welcome
iew Existing Role QG H]1E]
Request Role
All fields are required.
Pl select 3 Module from the drop-down list below and follow the prompts to submit a role request. For a description of each




HIOS User Role Request Process

Health Insurance Oversight System

8. Review the role request ——
information and click on —

Request Role

t “ ° t,’ tt Please review your selections below, and select "Submit’ to submit the new role request for approval, or select 'Back’ to make
he “Submit” button

Module: Mon-Federal Governmental Plans (Non-Fed)

Requested Role: Non-Fed Submitter
User Sub-Type: Primary Contact
Selected Company: Township of ABC

Back Submit

A confirmation message will

appear once the request has

been submitted.

HOME FAQ CONTACT US SIGN OUT

Welcome

View Existing Role iGI O G

Request Role

Confirmation

Your role request has been submitted for approval, please log back in within 1 to 2 business days to check the status of your request.
All fields are required.

Please select a Module from the drop-down list below and follow the prompts to submit a role request. For a description of each
module, select

Module Descriptions (PDF - SMB)

Module: —-Select Module--




HIOS User Role Request Process

The Role Approver Administrator user of the organization will need to
review and approve the Submitter user role requests.

On the HIOS Home page, select the “Role Management” button.

Health Insurance Oversight System

ACCESS PM | | HOME | | FAQ | | CONTACT US | | SIGN OoUT

Welcome

HIOS Home Page

Organization HIOS Main Page Announcements:

Management &
Administrative Functions:

Obtaining a Health Plan Identifier (HPID)
Manage Account
Users needing to obtain an HPID for their organization will need to take the

following steps in HIOS:

Manage an Organization

1. Register the organization in HIOS

2. Request access to the HPOES module through user role management

3. Complete an HPID application within the HPOES module

4. Once an HPID application has been successfully submitted, an HPID number
will be assigned

Role Management
pu————————————————,
Approvals

Users may also access an HPID Quick Guide that provides an easy step-by-step
reference for completing the necessary steps in HIOS and HPOES to obtain an
HPID. You can view the Quick Guide in graphic or a text form at
http://www.cms.gov/Requlations-and-Guidance/HIPAA-Administrative-
Simplification/Affordable-Care-Act/Health-Plan-Identifier.html.




HIOS User Role Request Process

1. Select the “Organizational

User Role Approvals” tab Health Insurance Oversight System

2. Select “Non-Federal
Governmental Plans
(Non-Fed)” as the module |

3. Select “Pending Approval” Organizational User Role Request Approvals

Please select a Module from the drop-down list below to view the corresponding requests.

as the Re quest Status Module: Non-Federal Govemnmental Plans (Non-Fed) ¥

Request Status: Pending Approval ¥

HOME FAQ CONTACT US SIGN OUT

Welcome

Please select the checkboxes for the records you wish to approve or deny from the table below. Once the selection has been made, plea
ed action.

4. CheC1< the bOX under the the "Approve’ or 'Deny’ button under the table to complete the desir

K< bl 8 Page size: |10 v 1 item
Od [ B P

Select column in the table
for the requests that
should be approved and —
click on the “Approve”
button
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HIOS User Role Request Process

Once the Submitter role request has been approved, the Submitter
user will be able to log-in and access the Non-Fed module.

Health Insurance Oversight System

ACCESS PM | | HOME | | FAQ | | CONTACT US | | SIGN OUT

Welcome .

HIOS Home Page

Organization HIOS Main Page Announcements:

Management &
Administrative Functions:

Obtaining a Health Plan Identifier (HPID)
Manage Account
Users needing to obtain an HPID for their organization will need to take the

il et eies following steps in HIOS:

1. Register the organization in HIOS

Role Management 2. Request access to the HPOES module through user role management

3. Complete an HPID application within the HPOES module

4. Once an HPID application has been successfully submitted, an HPID number

HIOS Functions will be assigned

Users may also access an HPID Quick Guide that provides an easy step-by-step
reference for completing the necessary steps in HIOS and HPOES to obtain an
HPID. You can view the Quick Guide in graphic or a text form at
http://www.cms.gov/Requlations-and-Guidance/HIPAA-Administrative-
Simplification/Affordable-Care-Act/Health-Plan-Identifier. html.

Non-Federal
q Governmental Plans
(Non-Fed)
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Non-Fed Module Overview

* The Non-Federal Governmental Health Plan module allows
Non-Fed plans to register in HIOS. Both self-funded and fully
insured plans will be able to provide their plan information, but
only plans that are self-funded will be able to provide their
HIPAA Opt Out information.

e The Non-Fed module will allow Submitter users to complete the
following actions:

o Provide Plan Information
o Submit HIPAA Opt Out Information
o Edit HIPAA Opt Out Information
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Non-Fed Module Overview

On the HIOS Home page, select the “Non-Federal Governmental
Plans (Non-Fed)” button.

Health Insurance Oversight System

ACCESS PM | | HOME | | FAQ | | CONTACT US | | SIGN OUT

Welcome .

HIOS Home Page

Organization HIOS Main Page Announcements:

Management &
Administrative Functions:

Obtaining a Health Plan Identifier (HPID)
Manage Account
Users needing to obtain an HPID for their organization will need to take the

il et eies following steps in HIOS:

1. Register the organization in HIOS

Role Management 2. Request access to the HPOES module through user role management

3. Complete an HPID application within the HPOES module

4. Once an HPID application has been successfully submitted, an HPID number

HIOS Functions will be assigned

Users may also access an HPID Quick Guide that provides an easy step-by-step
reference for completing the necessary steps in HIOS and HPOES to obtain an
HPID. You can view the Quick Guide in graphic or a text form at
http://www.cms.gov/Requlations-and-Guidance/HIPAA-Administrative-
Simplification/Affordable-Care-Act/Health-Plan-Identifier. html.

Non-Federal
q Governmental Plans
(Non-Fed)




Non-Fed Module Overview

On the Non-Fed module home page, select the “Manage Plans” tab.

Health Insurance Overs

ight System

HIOS MAIN PAGE HOME FAQ CONTACT US SIGN OUT
Welcome
Manage Plans \NIPAA Opt Out Related Links

® CCIIO Website
* FAQ

® User Manual [opens in
.pdf format 7.64 MB

® Requlations

Announcements

welcome to the Non-Federal Governmental Plans module. This module allows all Mon-
Federal Governmental plans to register in the Health Insurance Oversight System
(HIOS), and allows self-funded Non-Federal Governmental plans to submit Health
Insurance Portability and Accountability Act (HIPAA) opt-out elections electronically.
Please click on the links to the FAQs and Regulations for more information about the
new electronic submission process for the HIPAA opt-out elections and refer to the User
Manual for detailed instructions about the submission process. For additional guidance
pertaining to Mon-Federal Governmental plans, please also visit the web page for Self-
Funded Non-Federal Governmental Plans on CMS.gov. The list of current HIPAA Opt-Out
elections, which is updated as elections are processed, may also be found here.

Health Plan and Other Entity Enumeration System (HPOES)

Certain Non-Federal Governmental plans designated "Controlling Health Plans" (CHPs )
are subject to the requirement that they obtain a Health Plan Identifier or "HPID" for use
in standard transactions by Movember 2016 (Please click on the hyperlink for more
information about the Administrative Simplification requirement, codified in regulations
at 45 C.F.R. Part 162). Non-Federal Governmental plans subject to this requirement are
strongly encouraged to obtain HPIDs by registering via HPOES in HIOS after registering
in HIOS.

External Review Election (ERE) Module

Additionally, all self-funded Non-Federal Governmental plans are required to elect a
method of external review for appeals. Plans may elect the federally-administered
external review process, the private accredited Independent Review Organization
process, or the State external review process. Self-funded Non-Federal Governmental
plans are encouraged to make their external review elections in HIOS via the ERE
module. Access to this module may be obtained after registering in HIOS. Please see the
€MS website for more information.

For general questions about Non-Federal Governmental plans, please send an email to
NonFed@cms.hhs.gov. For questions about HIPAA opt-outs, please send an email to
HIPAAQDtOut@ems.hhs.gov. For questions related to HIOS or technical issues, please
send an email to the Exchange Operations Support Center (X0SC) at

CMS FEPS@cms.hhs.gov.
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Non-Fed Module Overview

Click on the “Add
New” button to
add a new plan

Health Insurance 0versnght System

HIOS MAIN PAGE HOME FAQ CONTACT Us SIGN OUT

o

Non-Federal Governmental Plans:

Page size: |10 ¥

Welcome

No records to display.

You do not currently have any Plans associated to your Organization; please select 'Add New' to add a new Plan.
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Non-Fed Module Overview

2. Select the appropriate

Orgamzatmn from the Health Insurance OverSIght System
dropdown. Only Non-Federal Governmenta
organizations that are s s o o s
associated to the SR 550
Submitter user will A New pian:
appear in the AR g
dropdown. = —
3. Click on the

“Continue” button
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Non-Fed Module Overview

Health Insurance Oversight System

4. Enter the name of e o s e s
the plan in the free o o e
bottom of the page

(*) Indicates a required field

Federal EIN/TIN

Township of ABC 768712638 Self Funded
Click on th
5. IC ( On e m Page size: |10 ¥ 0 items in 1 page
Plan Name

“Submit” button

records to display.

*Enter Plan Name: |ABC Employee Health Benef

m‘
=
w
E

=
EX
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Non-Fed Module Overview

Users Wlll be directed back Health Isuranc.Oversllght System
to the Non-Federal
Governmental Plans page, | g .......

WhiCh Will IlOW haVe a Non-Federal Governmental Plans:
confirmation displayed, T = o s et
and see that the plan has s

been added to the table.
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Non-Fed Module Overview

On the Non-Fed module home page, select the “HIPAA Opt Out” tab.

Health Insurance Overs

ight System

HIOS MAIN PAGE A HOME | FAQ | | CONTACT US | | SIGN OUT
Welcome
Manage Planf/ HIPAA Opt Out Related Links

® CCIIO Website
* FAQ

@ User Manual [opens in
.pdf format 7.64 MB

* Regulations

Announcements

welcome to the Mon-Federal Governmental Plans module. This module allows all Mon-
Federal Governmental plans to register in the Health Insurance Oversight System
(HIOS), and allows self-funded Non-Federal Governmental plans to submit Health
Insurance Portability and Accountability Act (HIPAA) opt-out elections electronically.
Please click on the links to the FAQs and Regulations for more information about the
new electronic submission process for the HIPAA opt-out elections and refer to the User
Manual for detailed instructions about the submission process. For additional guidance
pertaining to Non-Federal Governmental plans, please also visit the web page for Self-
Funded Non-Federal Governmental Plans on CMS.gov. The list of current HIPAA Opt-Out
elections, which is updated as elections are processed, may also be found here.

Health Plan and Other Entity Enumeration System (HPOES)

Certain Non-Federal Governmental plans designated "Controlling Health Plans" (CHPs )
are subject to the requirement that they obtain a Health Plan Identifier or "HPID" for use
in standard transactions by November 2016 (Please click on the hyperlink for more
information about the Administrative Simplification requirement, codified in regulations
at 45 C.F.R. Part 162). Mon-Federal Governmental plans subject to this requirement are
strongly encouraged to obtain HPIDs by registering via HPOES in HIOS after registering
in HIOS.

External Review Election (ERE) Module

Additionally, all self-funded Mon-Federal Governmental plans are required to elect a
method of external review for appeals. Plans may elect the federally-administered
external review process, the private accredited Independent Review Organization
process, or the State external review process. Self-funded Non-Federal Governmental
plans are encouraged to make their external review elections in HIOS via the ERE
module. Access to this module may be obtained after registering in HIOS. Please see the
€MS website for more information.

For general questions about Non-Federal Governmental plans, please send an email to
NonFed@cms.hhs.gov. For questions about HIPAA opt-outs, please send an emall to
HIPAAQDtOut@ems.hhs.gov. For questions related to HIOS or technical issues, please
send an email to the Exchange Operations Support Center (XOSC) at

CMS FEPS@cms.hhs.gov.
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Non-Fed Module Overview

Select an organization

from the first dropdown.

Only organizations that
are associated to the
Submitter user will

appear in the dropdown.

Select a plan from the
second dropdown. Only
plans that are associated
to the selected
organization will appear
in the dropdown.

Click on the “Submit”
button

Health Insurance Overs_lght System

HIOS MAIN PAGE HOME FAQ CONTACT Us SIGN OUT

Welcome

Manage Plans QiRi-V-Welvide]li4

HIPAA Opt Out

(™) Indicates a required field
*Select an Organization: Township of ABC

*Select a Plan: ABC Emplnyee"H ealth Benefits ¥

[Submit
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Non-Fed Module Overview

4. Select either the
“Renew Election” Horkradarl Ge
button Or the “New HIOS MAIN PAGE HOME FAQ CONTACT USs SIGN OUT

Election” button Manage Plans
depending on the HIPAA Opt Out

Organization Name: Township of ABC

Scenario Of the Plan Name: ABC Employee Health Benefits

First, select the type of opt-out election you will submit by choosing either "Mew Election" or "Renew Election" below. Select "New
Election" if this is the first time you are submitting an opt-out election OR if you are renewing and opting out of different HIPAA

L]
electlon provisions from your previous plan year. Select "Renew Election" if you are renewing and opting out of the same HIPAA provisions.

Health Insurance Oversight System

g ‘
&
%)
=

Renew Election] INew Election

If users have already submitted HIPAA Opt Out information in HIOS, the
previously collected information will appear below the instructional text.

61



Non-Fed Module Overview

Health Insurance Over5|ght System

Welcome

5. Fill in the required fields on
the HIPAA Opt Out Page. An | &=

Plan is governed by a Collective Bargaining Agreement

*Plan Fllective Date:

Please ||'di|..1!e \’"Iil.l\ MIPAA Opt Out Provision(s) the Plan will be opting out of below. Users are required to select at least 1 provision

asterisk (*) indicates a

<I HIJ! l‘ MI qu N‘M afits foi othal nd nawbarns;
Pa J", in the application of certain limits to mental health benefits;
° ° Required ge for surgery 9 ies; and
re u 1 re 1 e Coverage of students on a medicall y leave of absence
°
Plan ini: Information

*First Mama:
Middle Nama:

6. Once all of the required ——

*address Line 1:

information has been

*state:
*rip (wauwa):

provided, users will be able | =~
to click on the “Continue”

may contact regarding the election.

I | | Phane Dxt:
Notification to Enrolleas:
sebect the ‘Brawse’ buston below to select a file (PDF or Word), After selecting a file select ‘Continue’ to start the submission.
Chmu FI M file chosen
n.grw o 5 to Enrol
The continue button wIII not be accessible until this selection has been made.
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Non-Fed Module Overview

nment:

7. Review the information for
accuracy

8. Select the appropriate radio
button depending on the
election type that was initially
selected

9. Provide the Title, First and Last
Name in the free text box as an
electronic signature

10. Click on the “Submit” button

uuuuuuu
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Non-Fed Module Overview

A confirmation message will
appear once the user has
submitter their opt-out
election.

Users will also have the ability
to edit the information as

needed before it is reviewed
by CCIIO.

HIOS MATN PAGE

o m

HIPAA Opt Out

Confirmation:

p of ABC

Employee Health Benefits
ve 01/01/2016

Plan Expiration Date: 12/31/2015

Plan is governed by a Collective Bargaining Agrecment

CBA Plan Nama(s):

HIPAA Dpt Qut Provisions
standards relating to benefits for mothers and newborns;

“ Parity in the application of certain limits to mental health benefits;

ge for ive surger

Covarage of depandant students on a medically necassary leave of absane

HOME | FAQ | CONTACT US | SIGN OUT

Welcome

Plan Administrator Information

First Hame: John
Middle Hame:;
Last Name: Smith
* Addrass 15 £ame 35 the Spensar's
Addrass Une 1: 123 Training Strast

Address Line 3

Tip Code: 22124
Zip Ext

Clection Point of Contact {(POC)

Motification to Enrollees:

ABC Empleyves Health Beneflts- Notification to Encollees

Back Edit Election.
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Non-Fed Module Overview

Users can update their
information as needed.
Once the updates are

complete, the user will

click on the “Continue”

button.

Health Insurance Oversight System

d]S

HIOS MALN PAGE || HOME | FAQ | CONTACT US  SIGN OUT

Walcama

o m

HIPAA Opt Out - Edit

organization Name: Tewnship of ABC
Plan Hame: ABC Employes Health Benefits
i d fisldl
*Plan Lifective Date: e
0T
(MM/DD/YYYY)
*Plan Lxpiration Date: A

(MM/DD/YYYY)

Flan is governed by a Collective Bargaining Agreement

HIPAA Opt Dut Provisions:

| Standards relating to benefits for mothers and newborns;

|# Parity in the application af cartain mits to mantal haalth banatits;
|

Required coverage for surgery fallowing Yes; ond

| Coverage of dependent students on a medically necessary leave of absence.

Plan

*rirst man

Middla Nama:
*Last Name: Smith

# Address is sanie as the
Sponsor’s

*Address Line 1: 123 Traking Street

Address Line 2:

*City:
*state: |V
*Zip (99900): 2210

Zip Plus 4:

Flection Point af Contact (POC)

Irfarmation of the person CMS may contact regarding the election.

Email Addre:
tphone: 7031234557 Phone Ext:
[Farmat-123-456-7690)

Motification to Enrollees:
ABC_ Emgloyss Haalth &
Plaase select th
Uplaading a n

Choose File | No fike chosen

). After selecting a file select 'Cantinue” ta start the submmissian

Back Continuy,
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Non-Fed Module Overview

Users will be required to
provide their electronic
signature again in order to
submit the edits.

th Insurance Oversight System
ederal Governmental Plans

MIOS MAIN PAGE | | MOME | FAQ  CONTACT US| SIGH ouT
Welcome

Manage Plans DHCECIEIT]

HIPAA Opt Out

organization Name: Township o

Blan Nama: Erployss Health Banefics

Plan Effective Date: 01/01/2006

Blan Expiration Date: 1312018

Plan Is governad by a Collactive Bargaining Agrasment

A Flan Hame(s):

pIRaA

Pt Dut Provisions
Standards celating to benefits for mathers and newborns;

Parity in the application of certain limits to mental health benefits;
Required coverage for reconstructive surgery folloving mastectombes; and
Coverage of depandent stisdents an a medically cessary loave of absonce,

Administrator Tnformation

Smith

# address Is same as the Sporsor's

Address Line 2

city

State.

Zip Ext:

Election Point of Contact (POC)

mg the slecticn,

Emall Address
Phone: T03:123-4567 Phene Ext

{Format: 123-456-7500)

Notification to Enrollees:

ough insurance. Th
180 of Faderal rog

pansor

Mew Opt-uts: The notl v o e an yeas, and is provided at
the time of an ! af v ch

Retew Opt-Out
plan, and om an ann.

dimant under the

The natice to plan enrollaes has been, or will B+, provided to plan enrollees at the time of en
1 Batls no Lster than the Last day of each plan year for which thare Is an slaction.

*Emer your Ulectronic Signature (Titke, First Hane and Last nanse]) to subamit your Clection,

Bach Submit
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Reference Documents

 Reference materials are available on the CCIIO website:

https://www.cms.gov/CCIIO/Resources/Forms-Reports-

and-Other-Resources/index.tml#Content

» For additional questions, please contact the Exchange
Operations Support Center (XOSC) at
CMS FEPS@cms.hhs.gov or 1-855-267-1515.
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